AEL6N Unit 8b: Security
Printer-friendly version of exercises + key to exercises

1)
Listening: Cybercrime Toolkits
Gap-fill exercise
Watch the video and fill in all the gaps. Then press "Check" to check your answers. Use the "Hint" button to get a free letter if an answer is giving you trouble. Note that you will lose points if you ask for hints!
http://www.youtube.com/watch?v=J9hApKU1ZoQ
FILL IN THE GAPS:
“We all (1)______________ cyber (2)______________ are more (3)______________ these days but security (4)______________ say there’s something (5)______________ to worry (6)______________. Some malicious hackers have started (7)______________ their (8)______________ online.” 

TRUE OR FALSE?
The cybercrime toolkit can include twelve months of technical support. (9)______________ 
This business is illegal. (10)______________ 
The kit enables you to be an internet terrorist. (11)______________ 
The kit serves you as a manual to break into computers, for example. (12)______________ 
To be able to use the kit correctly, you must understand some “hacking essentials”. (13)______________ 
With these kits, more people can benefit from hackers´ technical knowledge. (14)______________ 
The amount of the computational resources involved in the crime is greater than that of any supercomputer in the world. (15)______________ 
Fortunately, hackers can usually be tracked down easily. (16)______________ 
In the future of networked computers, we would probably have to lose our freedom in exchange for security. (17)______________ 
[bookmark: _GoBack]
ANSWER THE QUESTIONS:
What can you buy online from hackers? - Cybercrime (18)______________ 
Why are people willing to pay for these kits? - Because the online (19)______________ crime is very (20)______________ 
Why aren’t the law enforcement authorities able to “recruit” the hackers and use their knowledge for legal things and improvement of computer software? - Because there is so much (21)______________ in the cybercrime that the hackers are recruited to the (22)______________ 
What provides defence against the cybercrime? - Using (23)______________ software

Key
FILL IN THE GAPS:
“We all know cyber criminals are more sophisticated these days but security experts say there’s something else to worry about. Some malicious hackers have started selling their expertise online.” 

TRUE OR FALSE?
The cybercrime toolkit can include twelve months of technical support. True 
This business is illegal. True 
The kit enables you to be an internet terrorist. True 
The kit serves you as a manual to break into computers, for example. True 
To be able to use the kit correctly, you must understand some “hacking essentials”. False 
With these kits, more people can benefit from hackers´ technical knowledge. True 
The amount of the computational resources involved in the crime is greater than that of any supercomputer in the world. True 
Fortunately, hackers can usually be tracked down easily. False 
In the future of networked computers, we would probably have to lose our freedom in exchange for security. True 

ANSWER THE QUESTIONS:
What can you buy online from hackers? - Cybercrime toolkits 
Why are people willing to pay for these kits? - Because the online industry of crime is very profitable 
Why aren’t the law enforcement authorities able to “recruit” the hackers and use their knowledge for legal things and improvement of computer software? - Because there is so much money in the cybercrime that the hackers are recruited to the dark side 
What provides defence against the cybercrime? - Using secure software


2)
Grammar: Indirect Questions
Gap-fill exercise
Read the sentences below and complete either the direct question or the indirect question so that the meaning of each pair of sentences is almost the same. Sometimes you will need more than one word per gap. Don´t forget to press "Check" to check your answers.

	DIRECT QUESTIONS
	INDIRECT QUESTIONS

	was the authorised user of the stolen mobile device?
	I would like to know who the authorised user of the stolen mobile device . 

	Why our employee carrying a company mobile with him to a private party?
	I need to find why our employee a company mobile with him to a private party.

	How often he access company files that evening?
	It is important that we determine accessed company files that evening.

	Did sensitive data onto his SD card?
	We´ve got to discover or not he downloaded sensitive data onto his SD card.

	How much data the IT department allow employees to carry around?
	Tell me the IT employees to carry around.

	What kind of memory stick currently being issued by the company?
	Please check what kind of memory stick is currently issued by the company.

	we know if the mobile device was fitted with a GPS and camera?
	need know the mobile device was fitted with a GPS and camera.



Key:
	DIRECT QUESTIONS
	INDIRECT QUESTIONS

	was the authorised user of the stolen mobile device?
	I would like to know who the authorised user of the stolen mobile device . 

	Why our employee carrying a company mobile with him to a private party?
	I need to find why our employee a company mobile with him to a private party.

	How often he access company files that evening?
	It is important that we determine accessed company files that evening.

	Did sensitive data onto his SD card?
	We´ve got to discover or not he downloaded sensitive data onto his SD card.

	How much data the IT department allow employees to carry around?
	Tell me the IT employees to carry around.

	What kind of memory stick currently being issued by the company?
	Please check what kind of memory stick is currently issued by the company.

	we know if the mobile device was fitted with a GPS and camera?
	need know the mobile device was fitted with a GPS and camera.



3)
Grammar: Direct and Indirect Questions 1
Mixed-up sentence exercise
Put the parts of the question in order. When you think your answer is correct, click on "Check" to check your answer. If you get stuck, click on "Hint" to find out the next correct part.
    {?}    ANSWER    CORRECTLY    DID    HOW MANY    QUESTIONS    YOU

Key: HOW MANY QUESTIONS DID YOU ANSWER CORRECTLY?

4)
Grammar: Direct and Indirect Questions 2
Mixed-up sentence exercise
Put the parts of the question in order. When you think your answer is correct, click on "Check" to check your answer. If you get stuck, click on "Hint" to find out the next correct part.
    {.}    ANSWERED    CORRECTLY    HOW MANY    I NEED    QUESTIONS    TO KNOW    YOU

Key: I NEED TO KNOW HOW MANY QUESTIONS YOU ANSWERED CORRECTLY.

5)
Grammar: Direct and Indirect Questions 3
Mixed-up sentence exercise
Put the parts of the question in order. When you think your answer is correct, click on "Check" to check your answer. If you get stuck, click on "Hint" to find out the next correct part.
    {?}    ARE    GOING    HOW    PRESENTATION    START    TO    YOU    YOUR

Key: HOW ARE YOU GOING TO START YOUR PRESENTATION?

6) 
Grammar: Direct and Indirect Questions 4
Mixed-up sentence exercise
Put the parts of the question in order. When you think your answer is correct, click on "Check" to check your answer. If you get stuck, click on "Hint" to find out the next correct part.
    {.}    AN    ELECTRIC MOTOR    EXPLAIN    FIRST    HOW    I    IN MY PRESENTATION    WILL    WORKS

Key: IN MY PRESENTATION I WILL FIRST EXPLAIN HOW AN ELECTRIC MOTOR WORKS.

7)
Grammar: Wh-Questions
Gap-fill exercise
Fill in all the gaps to complete the wh-questions. By completing the questions, you should ask about the CAPITALIZED information in the answers. After you complete all the questions, check your answers. 
(1)________________________ your motorbike? - My motorbike is THREE YEARS OLD. 
(2)________________________ programming language (3)________________________? - I prefer PYTHON. 
(4)________________________ to rent the flat? - It costs 20 THOUSAND CROWNS per month to rent the flat.
(5)________________________ the oil in your car? - I change the oil in my car EVERY 5,000 KILOMETRES.
(6)________________________ the protective earth wire? - The protective earth wire is GREEN or green with a yellow stripe.
(7)________________________ to repair the television? - It will take TWO HOURS to repair the television.
(8)________________________ in a typical socket? - There are THREE wires in a typical socket: live, earth and neutral.
(9)________________________ this? - This is LENKA’S motorbike.
(10)________________________ in a socket (11)________________________? - In a typical socket, the live wire is placed on the left (from your viewpoint).
(12)________________________ probably (13)________________________? - He will probably arrive ON MONDAY.
(14)________________________ usually (15)________________________ lunch? - I usually have lunch AT TWELVE.
(16)________________________ to walk on the Moon? - NEIL ARMSTRONG was the first to walk on the Moon.
(17)________________________ to study this bachelor´s programme? - I want to study this bachelor´s programme BECAUSE I AM INTERESTED IN THIS FIELD.
(18)________________________ for? - He is responsible for A PROJECT TEAM.
(19)________________________ to? - She is responsible to THE MANAGING DIRECTOR. 
(20)________________________ the methods (21)________________________? - I will choose METHOD A OR METHOD B.
(22)________________________ you? - I AM FINE, thanks.

Key
How old is your motorbike? - My motorbike is THREE YEARS OLD. 
What kind of programming language do you prefer? - I prefer PYTHON. 
How much does it cost to rent the flat? - It costs 20 THOUSAND CROWNS per month to rent the flat.
How often do you change the oil in your car? - I change the oil in my car EVERY 5,000 KILOMETRES.
What colour is the protective earth wire? - The protective earth wire is GREEN or green with a yellow stripe.
How long will it take to repair the television? - It will take TWO HOURS to repair the television.
How many wires are there in a typical socket? - There are THREE wires in a typical socket: live, earth and neutral.
Whose motorbike is this? - This is LENKA’S motorbike.
Where in a socket is the live wire placed? - In a typical socket, the live wire is placed on the left (from your viewpoint).
When will he probably arrive? - He will probably arrive ON MONDAY.
What time do you usually have lunch? - I usually have lunch AT TWELVE.
Who was the first to walk on the Moon? - NEIL ARMSTRONG was the first to walk on the Moon.
Why do you want to study this bachelor´s programme? - I want to study this bachelor´s programme BECAUSE I AM INTERESTED IN THIS FIELD.
What is he responsible for? - He is responsible for A PROJECT TEAM.
Who is she responsible to? - She is responsible to THE MANAGING DIRECTOR. 
Which of the methods will you choose? - I will choose METHOD A OR METHOD B.
How are you? - I AM FINE, thanks.

8)
Grammar: Asking to Repeat Information
Gap-fill exercise
Fill in all the gaps to complete the wh-questions that ask about the CAPITALIZED information in the first sentence. After you complete all the questions, check your answers. 
1.	This bus goes to CHELMSFORD. - Sorry, (1)______________ does it (2)______________?
2.	This train leaves AT 8:20. - Sorry, (3)______________ (4)______________ it leave?
3.	It’ll take TWO HOURS. - Sorry, (5)______________ will it take?
4.	Prague is ABOUT 100 KM from here. - Sorry, (6)______________ is it?
5.	We’ll make THREE stops. - Sorry, (7)______________ (8)______________ we make?
6.	A return ticket is 60 CROWNS.-  Sorry, (9)______________ (10)______________ it?
7.	The bus leaves twice a day. - Sorry, (11)______________ (12)______________ the bus (13)______________?
8.	If you want to go to Brno, you have to take A NUMBER FIVE bus. - Sorry, (14)______________ should I take?
9.	Sorry, I can’t open this suitcase because it’s MY SISTER’S. I don’t have the key. - Sorry, (15)______________ is this?
10.	Are you going to Germany with us? We are leaving TOMORROW. - Sorry, (16)______________ (17)______________ you leaving?

Key
1.	This bus goes to CHELMSFORD. - Sorry, where does it go?
2.	This train leaves AT 8:20. - Sorry, what time does it leave?
3.	It’ll take TWO HOURS. - Sorry, how long will it take?
4.	Prague is ABOUT 100 KM from here. - Sorry, how far is it?
5.	We’ll make THREE stops. - Sorry, how many stops will we make?
6.	A return ticket is 60 CROWNS. -  Sorry, how much is it?
7.	The bus leaves twice a day. - Sorry, how often does the bus leave?
8.	If you want to go to Brno, you have to take A NUMBER FIVE bus. - Sorry, which bus should I take?
9.	Sorry, I can’t open this suitcase because it’s MY SISTER’S. I don’t have the key. - Sorry, whose suitcase is this?
10.	Are you going to Germany with us? We are leaving TOMORROW. - Sorry, when are you leaving?

9)
Wh- questions (context: IT)
Gap-fill exercise
Complete the gaps in the wh-questions to ask about the CAPITALIZED information in the preceding sentence. Don´t forget to check your answers.
I chose this course BECAUSE I HAVE ALWAYS LIKED COMPUTERS. - (1)___________________________ this course?
Classes were held FOUR DAYS A WEEK. - (2)___________________________ days a week did you go to school?  
ONE OF MY FRIENDS told me about the course. - (3)___________________________ about the course? 
After the classes finished, I went TO A FAST-FOOD RESTAURANT to get something to eat. - (4)___________________________ after the classes finished?
Every day, the lessons finished AT 4 PM. - (5)___________________________ finish every day?
I learnt about the course FROM AN AD. - (6)___________________________ about the course?
I decided to take this course WHEN I WAS DISMISSED FROM MY JOB. - (7)___________________________ to take this course?
I enjoyed MR. PARKER´S classes most. - (8)___________________________ most?
I paid $400 for the course. - (9)___________________________ pay for the course?
My favourite courses were PROGRAMMING AND MATH. - (10)___________________________ courses?
If I needed help with an assignment, I asked the TEACHER. - (11)___________________________ if you needed help with an assignment?
He studied PROGRAMMING. - (12)___________________________?
It took JUST A FEW MINUTES to install this software. - (13)___________________________ to install this software?
When I was younger, I preferred STRATEGIC PC games. - What kind (14)___________________________ when you were younger?
We had Math TWICE A WEEK. - (15)___________________________ Math?
My course was called the HND course. - What (16)___________________________ called?
I ASSEMBLED COMPUTERS yesterday. - (17)___________________________ yesterday?
They asked him for ADVICE. - (18)___________________________ for?

Key
I chose this course BECAUSE I HAVE ALWAYS LIKED COMPUTERS. - Why did you choose this course?
Classes were held FOUR DAYS A WEEK. - How many days a week did you go to school?  
ONE OF MY FRIENDS told me about the course. - Who told you about the course? 
After the classes finished, I went TO A FAST-FOOD RESTAURANT to get something to eat. - Where did you go after the classes finished?
Every day, the lessons finished AT 4 PM. - What time did the lessons finish every day?
I learnt about the course FROM AN AD. - How did you learn about the course?
I decided to take this course WHEN I WAS DISMISSED FROM MY JOB. - When did you decide to take this course?
I enjoyed MR. PARKER´S classes most. - Whose classes did you enjoy most?
I paid $400 for the course. - How much did you pay for the course?
My favourite courses were PROGRAMMING AND MATH. - Which were your favourite courses?
If I needed help with an assignment, I asked the TEACHER. - Who did you ask if you needed help with an assignment?
He studied PROGRAMMING. - What did he study?
It took JUST A FEW MINUTES to install this software. - How long did it take to install this software?
When I was younger, I preferred STRATEGIC PC games. - What kind of PC games did you prefer when you were younger?
We had Math TWICE A WEEK. - How often did you have Math?
My course was called the HND course. - What was your course called?
I ASSEMBLED COMPUTERS yesterday. - What did you do yesterday?
They asked him for ADVICE. - What did they ask him for?

10)
Reading: Lockdata Mobile Security Solutions
Gap-fill exercise
Read the text on p. 61 in your book (Bonamy, D. (2013). Technical English level 4 coursebook. Pearson Longman.). Notice that the methods the Lockdata System uses are numbered in the text. As you read, answer the questions by filling in all the gaps below with the correct numbers of the methods 1 to 5. Make sure that you select the numbers in the upward order. Then hit "Check" to check your answers.
Questions
Which of the five methods...
1) must be programmed in the mobile device in advance, before the device has been stolen?
2) can be executed during the incident itself, for example, while the thief is using the phone to access data?
3) can be executed only while the device is connected to the internet?
4) operate if the thief carries out an operation specified in advance, such as trying to log in more than three times using the wrong security information?
5) can be executed even when the device is disconnected from the internet?

Answers:
1) methods _____, _____ and _____
2) methods _____ and _____
3) methods _____ and _____
4) method _____
5) methods _____, _____ and _____


Key
Reading: Lockdata Mobile Security Solutions
Answers:
1) methods 2, 3 and 4
2) methods 1 and 5
3) methods 1 and 2
4) method 4
5) methods 3, 4 and 5

11)
Synonyms
Matching exercise
Match the words on the right to their explanations on the left. To see some context, look at the text on p. 61 in your book. Don´t forget to check your answers.
needing to be kept secure			instantaneously
illegal or not allowed				remote
entry						sensitive
from a distance				unauthorized
immediately					encrypted
written in secret code				access

Key
needing to be kept secure			sensitive
illegal or not allowed				unauthorized
entry						access
from a distance				remote
immediately					instantaneously
written in secret code				encrypted



12)
Hyphenated Adjectives
Matching exercise
Match the hyphenated adjectives on the right to their explanations on the left. Don´t forget to check your answers.
cannot be contacted							event-based 
dependent on a specified action being carried out			out-of-contact
dependent on the passage of fixed time				on-demand
executed when it is requested						pre-set 
makes the device switch on and remove all data			pre-scheduled
fixed or planned beforehand						time-based 
planned beforehand to happen at a specific moment			wake-up-and-wipe

Key
cannot be contacted						out-of-contact
dependent on a specified action being carried out		event-based
dependent on the passage of fixed time			time-based
executed when it is requested					on-demand
makes the device switch on and remove all data		wake-up-and-wipe
fixed or planned beforehand					pre-set
planned beforehand to happen at a specific moment		pre-scheduled

13)
Gr: Hyphenated Adjectives 2
Matching exercise
Match the words on the right to suitable hyphenated adjectives on the left in order to form collocations. Notice that there are no hyphens in two of the expressions. Don´t forget to check your answers after you finish.
	a well-placed
	essay

	an ever-increasing
	energy systems

	a whole-grain
	bread

	a low-fat 
	city

	a carbon-based
	ice cream

	a little-known
	author

	carbon-neutral
	diet

	a fast-growing
	boy

	highly educated
	interaction

	a five-year-old
	people 

	an easy-to-remember
	picture

	A phone number that is...
	phone number

	human-computer
	steel

	John´s half-finished
	amount

	vanilla- and chocolate-flavored
	easy to remember.



Key
	a well-placed
	picture

	an ever-increasing
	amount

	a whole-grain
	bread

	a low-fat 
	diet

	a carbon-based
	steel

	a little-known
	author

	carbon-neutral
	energy systems

	a fast-growing
	city

	highly educated
	people 

	a five-year-old
	boy

	an easy-to-remember
	phone number

	A phone number that is...
	easy to remember. 

	human-computer
	interaction

	John´s half-finished
	essay

	vanilla- and chocolate-flavored
	ice cream



14)
Reading: Hackers
Gap-fill exercise
Read the text and complete the tasks below. Then press "Check" to check your answers.

WHO WRITES COMPUTER VIRUSES?
Virus authors are normally 14- to 26-year-old males who spend a lot of time on their computers. Some of them want to prove they are good programmers. Others want to show that they have the power to cause large-scale problems. But most viruses don't constitute good programming, as many fail to deliver their payload. 

THE LAW
In the UK, if you're caught using a computer for criminal reasons you can receive a five-year sentence and an unlimited fine. If convicted of  'cyber-terrorism', then you can be given the same sentence as a terrorist bomber.

HUNTING HACKERS 
Your IP address reveals what company (or Internet Service Provider) holds your account. The company can then find out which customer sent the mail. So if you send a virus to a Member of Parliament, it won't be long before the police are knocking on your door asking questions.
Sophisticated virus authors would be able to cover their tracks to some degree, but there is usually some way to track them down.

HACKERS, CRACKERS AND SCRIPT KIDDIES
There's a whole zoo of coders out there: 
•  Hackers: people who try to find security flaws in corporate or goverment computer programs. Most hackers don't aim to cause problems, but they might send an anonymous email to the person in charge warning them of their security problem. Amongst other hackers, there is much honour to be gained by those who can 'crack the uncrackable' programs. 
•  Crackers: unlike hackers, crackers are less sophisticated. They like to break into websites and replace their homepage either with pornographic images or hoax messages.
•  Script kiddies: young virus pirates who copy old computer viruses and modify them. Often they don't work. If they do, they are seldom as dangerous as the originals and can be easily destroyed.

Text adapted from: http://www.bbc.co.uk/science/hottopics/computerviruses/crime.shtml


TRUE OR FALSE?
Virus authors are usually retired people. (1)___ 
Young hackers usually code viruses to show off; to boast about their skills. (2) ___ 
Most viruses do not do any harm. (3) ___ 
A cyber-terrorist is considered as dangerous as a terrorist bomber. (4) ___
Script kiddies are more sophisticated than hackers. (5) ___
Script kiddies aren’t usually successful. (6) ___

ANSWER THE QUESTIONS:
How can a computer criminal be punished besides being given an unlimited fine? - He can (7)_____________________________________________ .
Which number helps track down hackers? - The (8)______________________________ of their computers
How can hackers´ activities be useful? - Hackers discover (9)______________________________________ and warn of them.

FIND WORDS IN THE TEXT THAT CORRESPOND TO THE FOLLOWING:
Not to be successful = to (10) ______________________________  
The destructive routine of the virus = (11) ______________________________
Money paid as punishment = (12) ______________________________
To discover = to (13) ______________________________  
A message that can alarm people but that is not true = (14)______________________________ 
Rarely = (15)______________________________
Key:
TRUE OR FALSE?
Virus authors are usually retired people. False 
Young hackers usually code viruses to show off; to boast about their skills. True 
Most viruses do not do any harm. True 
A cyber-terrorist is considered as dangerous as a terrorist bomber. True 
Script kiddies are more sophisticated than hackers. False 
Script kiddies aren’t usually successful. True 

ANSWER THE QUESTIONS:
How can a computer criminal be punished besides being given an unlimited fine? - He can receive a five-year sentence.
Which number helps track down hackers? - The IP addresses of their computers
How can hackers´ activities be useful? - Hackers discover security flaws in corporate computer programs and warn of them.

FIND WORDS IN THE TEXT THAT CORRESPOND TO THE FOLLOWING:
Not to be successful = to fail 
The destructive routine of the virus = payload 
Money paid as punishment = fine 
To discover = to find out 
A message that can alarm people but that is not true = hoax 
Rarely = seldom
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